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Introduction

• Structured Overlay Networks (SONs) form a
major class of peer-to-peer systems

• SONs provide lookup services for large-scale
systems e.g. [SMKKB02, RD01]

• A lookup maps a key to a node in the
system

• The node can then used for data storage
[G06, D05] or processing
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Motivation

• SONs typically guarantee eventual
consistency or are “best effort”

• Distributed data applications require stronger
consistency guarantees e.g. DFS, DDb

• We investigate techniques to build a system
on SONs that provides
– probabilistic consistency guarantees

– consistency guarantees with high probability
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Background

1. Define a large integer
(here N=64)

2. Define a virtual ring
3. Give each node an identifier
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Background: A ring-based
overlay

N-1

0

1. Define a large integer
(here N=64)

2. Define a virtual ring
3. Give each node an identifier

from N
4. Place nodes on the ring
5. Create links
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Examples:
successor of node 16 : 22
successor of identifier 16 : 16 
predecessor of node 22 : 16
lookup(7) : 12

4-12

•The successor of a    node     is the first node met going in clockwise
direction starting at the node
•The predecessor of a node is the first node met going in anti-clockwise
direction starting at the node
•The result of a lookup for identifier ‘n’ is the successor of identifier ‘n’

13-16

lookup(7)

identifier
(identifier-1)mod N
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result: 48

Creating links

• Link to successor and
predecessor

• Link to some far nodes

• Greedy search

– At 3: lookup(42)
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48

42

successor pointer
predecessor pointer

50

X

Handling Failures

•48 fails
•42 detects 48 has failed. It updates its successor pointer
•50 updates its predecessor pointer
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What can go wrong?

• Lookup consistency
– A state of the system is consistent if, in that

state, lookups made for the same key from
different nodes, return the same node

– Otherwise, it is ‘inconsistent’

– How can this happen?
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Incorrect Failure detection

48 X
X

successor pointer
predecessor pointerlo

ok
up

(4
9)

lo
ok

up
(4

9)

result: 50result: 52

•42 thinks 48 has failed
•42 thinks 50 has failed
•lookup(49) reaches 42
•lookup(49) reaches 48
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The problem

• An update/write for identifier 49 can thus be
stored at any of:
– node 50

– node 52

• Multiple reads for identifier 49 can return
different values from:
– node 50

– node 52

X X
50

42

5248

lo
ok

up
(4

9)

lo
ok

up
(4

9)

result: 50result: 52
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How often does this occur?

• We simulated nodes with imperfect failure
detectors
– A node detects another alive node as dead

probabilistically

[ZGSK05]
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How to decrease the effect?

• We use two methods to decrease the effect
of lookup inconsistency
– Technique 1: Local responsibility

– Technique 2: Using quorum-based algorithms
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Tech. 1: Local Responsibility

• A node is said to be locally responsible for
a certain key, if the key is in the range
between its predecessor and itself

• Lookup returns from the locally responsible
node
– Before returning result of a lookup, the node

checks if it is locally responsible for the key
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Incorrect Failure detection
– with responsibilities

48

successor pointer
predecessor pointerlo

ok
up

(4
9)

lo
ok

up
(4

9)

49 is not my responsibility
because 49 _ (50,52]49 is my responsibility

because 49 E (48,50]

result: 50

lookup(49)
lookup(49)
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How much decrease?
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Tech. 2: Quorum-based
algorithms

• To prevent loss of data, items are replicated
in SONs

• Replication schemes in SONs:
– Symmetric replication [GAH05]

• Use a globally known function to determine a
set of keys under which the data is stored

– Replication on successor list [SMKKB02]

• Using replicas, the problem of lookup
inconsistency is distributed
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Quorum based algorithms

• We work on majority based quorum
techniques (MBQTs) as it is most widely
used and most robust to failures

• A MBQT requires to read and write to a
majority

• It relies on the fact that quorums always
intersect
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Majority-based quorums

• Consider a system with 5 replicas
• Update requires a majority
• Read requires a majority
• Majorities always overlap, thus:

 read will get latest value
 multiple reads will always get same

value



April 4, 2008 – Tallat M. Shafaat

MBQT in  SONs

• Since number of replicas are constant, any
quorums created from majority will never be
disjoint

• In SONs, due to lookup inconsistency, the
number of replicas is not constant

• Thus, two quorums can be created that don’t
intersect
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MBQTs in SONs
•Consider a system with 5 replicas
•Each replica is found by making a lookup to
the key of the data item
•Due to lookup inconsistency, replica 1
appears as two nodes
•Update requires a majority
•Read requires a majority
•Majorities don’t intersect, thus:

read does not get latest value
read on blue majority will return
different result than a read on red
majority

How does this technique help then?
Previously, if there was a lookup inconsistent, it will generate inconsistent data
Now, even with lookup inconsistency, multiple quorums exist that intersect
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Quorum based algorithms
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Conclusion

• Design and effectiveness of failure detectors is
crucial

• Using quorum based techniques and local
responsibilities, we can make a system that is
consistent with high probability

• Inaccuracy of failure detectors is the main contributor
to lookup inconsistency, not churn

• Using even number of replicas increases consistency
compared to odd number of replicas
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Questions

• Comments / Suggestions / Questions
– tallat (a) kth.se

• Thank you!


